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Introduction:

In the aftermath of the pandemic, counterfeit medicines and prescriptions

have become more abundant; more and more individuals are buying and selling

these goods. Especially in the last decade, the production of counterfeit medicine

has grown significantly.

Additionally, as technology improves, it is getting harder to detect and prevent

counterfeit medicine. Government organisations are trying to come up with the

growing power that manufacturers have; while it is a difficult task, it is possible to

come up with effective solutions. A key factor in stopping the issue for counterfeit

drugs is detection. Most of these operations happen under the public eye. There is a

deep infrastructure where only specific parties are able to access.

As time passes, there will be more sellers and buyers of counterfeit medicine

present. It is important to restrict the growth of these medicines as it can be a health

hazard, as well as a scam for the victims. Therefore, resolving the issue will be

beneficial to the medical industry as a whole.

Definition of Key Terms:
1. Counterfeit: A substance that is made in imitation of a valuable object with a

clear intention to deceive. Online pharmacies or second-grade websites and

sources look to sell medication under flagship brands but are illegitimate.

2. Prescription drugs: Whilst the term “drug” refers to “illicit drugs” it can also

apply to pharmaceutical drugs. The purpose of a pharmaceutical drug is to

prevent, cure or treat any medical infliction or threat.

3. Licensed Product: A product or piece of prescription that has a legal binding

document between the manufacturer and the seller. It is also known as a
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product that has been checked and/or monitored under the government to

prove its legitimacy.

4. Dark Web: The dark web consists of undercover or illegal sources that can

only be accessed under a specific web browser. The dark web is kept hidden

and can only be accessed by specific people under an encrypted system.

Counterfeit drugs are usually sold and bought through the dark web to evade

the provision of authorities.

Background Information

Perhaps no greater challenge exists for public health, patient safety, and shared

global health security, than fake/falsified/fraudulent, poor quality unregulated drugs,

also commonly known as “counterfeit medicines”. Counterfeit medicines are

prevalent everywhere, from traditional healthcare settings to unregulated sectors,

including on the Internet, they are prevalent on the internet because it is where most

people find the majority of their information and daily products. These dangerous

medicines are expanding in both therapeutic and geographic scope, threatening

patient lives, leading to antimicrobial resistance, and profiting criminal actors.

Starting from manufacturing to distribution, criminal activities are evident all along the

system of counterfeit medicines primarily driven by financial gain. As recent updates

to this issue, there has been:

● Increased use of the internet (to find counterfeit drugs easily)

- Exposes young people to easy access of counterfeit drugs, but also

illegal situations

● Prevalence of erectile-dysfunction medication

● Prevalence of doping substances

● Illicit (opioid-based analgesic) medicines and narcotics

● Tenuous ties to terrorism

● Increased trafficking of tramadol

Counterfeit prescription medicines have become a very large illicit global business

annually. The types of drugs being peddled range from chronic medications for

diabetes and heart disease to cancer drugs and antiretrovirals for HIV. At the same
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time, counterfeit prescription medications laced with fentanyl are being sold on the

internet and social media.

Depending on the ingredients included, counterfeit medicines can harm patients in

many ways. Fake medicines can cause serious side effects and fail to treat or

prevent the disease they’re intended to treat, sometimes resulting in fatal

consequences. The World Health Organization estimates that one million people die

annually from taking fake or substandard medicines. Trading in counterfeit and

substandard medicines is the most profitable in places where the demand is high

and where supply is very low. Even low-cost products appeal to substandard and

counterfeit medicine dealers if the potential sales volume is high enough. The benefit

of making counterfeit drugs is to earn money at a low cost, as the supply and

demand are both high, and people are making more profit from selling counterfeit

drugs then rea drugs, since counterfeit drugs are cheaper to make, and people

cannot tell the difference since they are so well made, and look high quality.

Current Situation

Currently, following the aftermath of COVID-19. Many individuals are affected

and recovering from the immense amount of cases. Due to this, there is a massive

increase in demand for pharmaceutical goods and a low supply, causing shortage.

As a result of this, manufacturers are producing an increased amount of counterfeit

medication. Unfortunately, many individuals are purchasing counterfeit goods as a

result of this.

As of this year, the market for counterfeit medicine has been valued between

$65 billion and $200 billion USD. While more and more variants of counterfeit

medicine are starting to emerge, the main targets in developed countries are mainly

for individuals who require lifestyle pharmaceuticals such as hormones, steroids,

anorectics and psychotropic drugs. In lower economically developed countries, the

most prominent form of counterfeit prescriptions are medical drugs.

Organizations such as Pfizer are looking to educate individuals on detecting

and the risks of counterfeit medication; however, they are not getting many

individual’s attention which is a major issue.
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As the market for counterfeit drugs moves forward, it is getting more difficult to

identify counterfeit drugs as well as detecting them in the first place. Sellers have

found better ways to keep counterfeit pharmaceuticals under the radar and if no

solution is found, it will be even more difficult to prevent this issue in the future.

Major Parties Involved and Their Views

Switzerland:

Despite an effective monitoring system, Switzerland to is affected by imports of

illegal medicines. Some 20,000 illegal shipments are believed to arrive in this country

each year (estimated by Swissmedic). Switzerland signed the Medicrime Convention

in 2011. The dispatch regarding the Convention’s approval and entry into force was

forwarded to the Federal Parliament in February 2017 and was adopted by both

Chambers on 29 September 2017. Following the deposit of the instruments of

ratification on 25 October 2018, the Convention came into effect in Switzerland on 1

February 2019. These changes to the law equip Switzerland with the instruments

necessary to step up the fight against counterfeit medicines and to increase the

safety of medicines in our country.

Germany:

An official medicines control laboratory (OMCL) provides an important contribution to

combat counterfeit and illegal medicines. The OMCL supports the competent

authorities in controlling the quality of authorized medicinal products in the legal

supply chain. For detecting counterfeit medicines in the legal supply chain, a

risk-based approach in the choice of products is conducted. Furthermore, the OMCL

analyses suspicious medicines from the illegal supply chain for any other authority.

The chemical analysis of a suspicious sample is needed to identify such a sample as

a counterfeit medicine. The analytical results are fundamental for the evaluation of

the legal status of the product and for the assessment of its inherent hazard to public

health. The global market of illegal medicines is rapidly changing. Therefore a good

national and international working liaison and cooperation between laboratories and
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authorities is obligatory to protect public health. The OMCL provides important

knowledge of new trends in counterfeit and illegal medicines. Hence, it is an

essential part of the surveillance of medicinal products. Efficient networking enables

prompt official interventions. Thus, risks to public health by substandard medicines

were reduced. Beside the chemical analysis, the OMCL can help to raise public

awareness about counterfeit and illegal medicines. In Germany, the risk of

counterfeit medicines reaching patients through the legal supply chain is still low, but

the possibility cannot be ignored.

Italy:

In the above-mentioned press release, the AIFA reiterated the need for consumers to

pay the highest attention when purchasing medicines online, especially during the

current COVID-19 health emergency during which illegal anti-COVID vaccines could

be offered without any guarantee in terms of quality, efficacy, and safety and,

therefore, potentially highly dangerous, as already occurred in several non-European

countries. In this regard, the AIFA also stressed the importance of the cooperation of

private citizens, health professionals, companies, and associations in reporting

suspected cases so that all necessary measures can be implemented to protect

public health and the health of the individual. Lastly, the AIFA reiterated that pursuant

to the existing legislation, the online sale of medicines to the public is restricted to

pharmacies, para-pharmacies, or “health corners”, as identified in article 5,

paragraph 1, of Law Decree No. 223/2006, and only for prescription-free medicines,

with the exclusion of e-commerce platforms.

USA:
In the US, and around the globe, who are increasingly falling victim to counterfeit

drugs sold illegally online. Many consumers purchase their medications online these

days because of the anonymity, convenience, and potential cost savings. But what

many don’t realize is that most, not just some, online pharmacies are illegal and

dangerous. Some 95% of websites offering prescription drugs operate illegally,

according to the National Association of Boards of Pharmacy.
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Counterfeit prescription medicines have become a $200 billion illicit global business

annually. The types of drugs being peddled range from chronic medications for

diabetes and heart disease to cancer drugs and antiretrovirals for HIV. At the same

time, counterfeit prescription medications laced with fentanyl are being sold on the

internet and social media, causing an uptick in fatal overdoses across the US.

Depending on the ingredients included, counterfeit medicines can harm patients in

many ways. Fake medicines can cause serious side effects and fail to treat or

prevent the disease they’re intended to treat, sometimes resulting in fatal

consequences. The World Health Organization estimates that one million people die

annually from taking fake or substandard medicines.

India:
At 10 % of global trade, counterfeiting and substandard medicines pose a problem to

all countries. There is an acknowledged prevalence of counterfeit medicines

throughout India. According to WHO 2017 report, about 10.5% of medicines sold in

low and middle-income countries, including India, are substandard and falsified. With

Globalization and the increase in healthcare costs, the probability of counterfeiting

increases manifold. Indian pharmaceuticals produce up to 20-22% of the world’s

generic drugs, and counterfeiting is a significant threat embroiling the

Pharmaceutical sector in difficulty. There are several ways to combat counterfeiting,

countermeasures using technologies, educating the consumers, legal actions

against counterfeiters, and action by enforcement departments. Implementing

anti-counterfeiting technologies is the most impactful way to combat and reduce

counterfeiting.Anti-counterfeiting technology can allow tamper-resistant packaging,

product authentication, and track and trace technology. The Indian Government has

steadily introduced regulations focusing on improving product traceability throughout

the entire manufacturing supply chain. This ensures the right product is available

through the right channel at a cost-effective price. Traceability through the entire

chain is critical in the event of any manufacturing or quality defects, especially those

requiring a recall from the manufacturer. The company can achieve manufacturing

traceability by keeping track of all the raw materials, finished goods, and any

processes related to handling the products during the manufacturing and distribution

process.
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Belgium:
Belgium has a long tradition of successfully combating such contraband goods. The

established pharmaceutical sector has also been warning for a long time about the

threat and dangers falsified medicines pose to society. The resolution that was

adopted, takes a transversal approach and was the result of close cooperation

between the Ministry of Foreign Affairs, the Department of Justice, the Belgian

Federal Agency for Medicines and Health Products, and the Institute of Tropical

Medicine. The resolution should lead to a sound international normative framework.

It is important that the international community recognizes these crimes as serious

crimes that must be tackled within the scope of the UNTOC convention. The

Convention is the appropriate forum to promote international cooperation and

strengthen national efforts to prevent and combat the criminal activities of illicit

trafficking in counterfeit medical products. It also requires an efficient exchange of

information and best practices between law enforcement, and legislative and judicial

authorities in order to better prevent, detect and prosecute these crimes. UNODC

can play an important coordinating role in this respect at the service of the member

states.

UN Involvement, Relevant Resolutions, Treaties and Events

There have been multiple conferences set up by the UNODC to find a solution

against counterfeit medication. In Vienna, 2019, a highly important meeting was held

to fight against falsified medical products. Additionally, almost a decade ago in 2013,

the UNODC released a resolution to identify and counter counterfeit medicines.

Apart from that, the United Nations and the UNODC have partnered up with various

organizations and released articles and websites to educate the public about

counterfeit medicines.

● Combatting falsified medical-product related crime, 2019 (A/RES/10/5)

● Countering fraudulent medicine, in particular their trafficking, 5 February 2013

(A/RES/20/6)
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Possible Solutions

A number of initiatives are in place at the international level to combat

counterfeit and illicit drugs, coordinated by INTERPOL. Operation Pangea has been

carried out since 2008, with the number of countries participating rising from 8 to a

record 123 in 2017.

1. The operation targets the online sale of counterfeit and illicit medicines and

medical devices. Participating agencies coordinate operational activities

against illegal websites during the same week to identify the criminal networks

behind the trafficking. During Pangea XI, carried out in 2018, police, customs

and health regulatory authorities from 116 countries targeted the illicit online

sale of medicines and medical products, resulting in 859 arrests worldwide

and the seizure of USD 14 million worth of potentially dangerous

pharmaceuticals.

2. Almost one million packages were inspected during the week of action, with

500 tonnes of illicit pharmaceuticals seized worldwide. Seizures included

anti-inflammatory medication, painkillers, erectile dysfunction pills, hypnotic

and sedative agents, anabolic steroids, slimming pills, and medicines for

treating HIV, Parkinson’s and diabetes. More than 110 000 medical devices

including syringes, contact lenses, hearing aids and surgical instruments were

also seized.

3. Make the public aware of this issue. E.g. have sessions in society with

members of the community to help them identify counterfeit medicines or

doctors conducting sessions in community centres of neighbourhoods

4. Make the public aware of credible shops/ websites to buy from through having

a government  ranking / random check system where they make sure that

drugs being stored in different places are legitimate and only renew the permit

of these stores/ websites if they pass this. so something like the hawker

centres grading system of A, B, C, etc but as simple as giving permit- yes or

no
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5. creating sub-committee to crack down on this issue at a global level and

encouraging international cooperation to fight this issue
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