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Introduction:

Cryptocurrency is a nuanced and unpredictable market, and is a subject wherein

rules and perceptions vary from country to country. The elaborate system upon which it

is run and the fact that it does not have centralized control (unlike other traditional

currencies) makes it very difficult for regulations to be imposed - although not for lack of

trying. Countries and individual companies have established their own unique

restrictions on the use of cryptocurrency. However, these disorganized and constantly

differing regulations are not sustainable - people will always find a way to get around

them. As such, concrete, synchronized rules are necessary to effectively prevent illicit

activity from taking place. In this report, we explore the history and system on which

cryptocurrency works, previous exploits and different perspectives from firms and

countries in order to devise solutions that will effectively regulate the use of

cryptocurrency.

Definition of Key Terms:
1. Cryptocurrency (also known as ‘crypto’): a digital currency designed to work

as a medium of exchange through a computer network that is not reliant on any

central authority, such as a government or bank, to uphold or maintain it. One

unit of cryptocurrency is called a ‘coin’ .

2. Market Capitalization (also known as ‘Market Cap’): the total value of the

cryptocurrency, found by multiplying the price of the cryptocurrency by the

number of coins in circulation.
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3. Bitcoin: the most widely used cryptocurrency with a market cap of $561 billion

4. Ledger: a record-keeping system that records the participants’ identities

(anonymously) and transactions.

5. Blockchain: a publicly available list of transactions of a specific cryptocurrency.

It is a type of ledger, made up of a chain of “blocks” (a data structure), wherein

each “block” is defined by the previous block through a unique identification key

(see Useful Resources for an article explaining blockchain more thoroughly).

6. Proof of work: a technique used to verify new transactions. When a block of a

specific crypto is mined, a Proof of Work is required and this is acquired by

racing other miners to find the solution to a very complex math problem. Usually,

the miner with the computer with higher speed and better specs will solve the

challenge first and get the cryptocurrency. Proof of Work is necessary to verify

that the new cryptocurrency is legitimate and no fraud is taking place. Once the

Proof of Work is acquired, every blockchain can be updated with the new

cryptocurrency (see Useful Links for an article with a more thorough

explanation).

Background Information

History of cryptocurrency

Cryptocurrency, or crypto for short, was first introduced in the late 1980s by an American

cryptographer named David Chaum. In 1995, he created the first of what is now known as

cryptocurrency, called Digicash. Then, in 1998, Big Gold was designed by Nick Szabo, a

cryptocurrency often credited as the precursor to Bitcoin. Finally, in the early 2000s, an

anonymous person or persons, under the pseudonym Satoshi Nakamoto, created the

framework on which most cryptocurrencies now are run as well as one of the most successful

cryptocurrencies: Bitcoin.

On January 3, 2009, the first block of Bitcoin, containing 50 Bitcoins, was mined; at the

time, the value of one Bitcoin was less than 14 cents. On May 22, 2010, the first transaction with

cryptocurrency took place, when the historic purchase of two pizzas by Laszlo Hanyecz for
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10,000 bitcoin occurred. Now, those two pizzas are worth over $200 million, more than 1,500

types of cryptocurrencies have emerged and the crypto market is worth more than $3 trillion.

How it works

Cryptocurrency operates without a centralized control - for traditional currencies, the

centralized control is the government, but cryptocurrency does not have a single person or party

controlling and regulating it. Every transaction is recorded on a blockchain ledger, which is on

every computer that has made a transaction with crypto. Every “block” on a blockchain ledger

consists of the buyer, the seller, and the unique identification key (called a hash) of the previous

block. If one alters one block in a copy of the ledger of a cryptocurrency (which is criminal, since

it can result in one getting more crypto), the hash would change, causing the hash of the next

block to change, and so on. This causes the copy of the ledger to be different from every other

ledger of that cryptocurrency. Cryptocurrency is designed to reject a ledger if it is different from

every other one, which means it is very difficult to commit fraud when dealing with a transaction

involving crypto.

Manipulation and Scams

Cryptocurrency, no doubt, makes transactions more secure. In 2021, 0.15% of crypto

transactions were criminal, whereas 2% - 5% of the global GDP annually is connected with

money laundering and illicit activity. In the past however, there have been scams:

In 2014, Mt. Gox (the largest bitcoin exchange at the time) was hacked, causing it to lose

up to 850,000 bitcoin and to declare bankruptcy. It is unclear as to how exactly this scam took

place, but it is likely that breaches and attacks against Mt. Gox had been happening since 2011.

Recently, an anonymous hacker stole $610 million worth of crypto coins from Poly

Network, a company that focuses on fixing issues involving cryptocurrency. A few days later, the

hacker returned the money. Poly Network started calling them “Mr. White Hat” since they only

pointed out weaknesses in the security of the company, and did not actually exploit them.

Nevertheless, this shows that, no matter how safe and well-built, there are ways to breach and

steal cryptocurrency.

Pumping and dumping scams also became common: these are when the founders of a

coin spread false information about a cryptocurrency to increase its price, so that a lot of

consumers purchase it immediately after the coin is released, creating false demand. Once the
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price is at a high, most members will sell the coin, allowing the founders and consumers

involved to make profit. One infamous instance of such a scheme is the Save the Kids scandal -

a group of online influencers created a cryptocurrency called ‘Save the Kids’, promising that it

would donate part of the sales of the coin would be donated to children in need. The influencers

promoted this coin on their platforms incessantly with false information and even commissioned

others to do the same, creating misinformation and false demand. Once the value of the coin

was high, the founders (and the buyers who knew about the scam) sold all of their coins,

plummeting the value and causing a lot of people to lose money.

This type of scam is very common; it is illegal in the stock market, but since there is very little

regulation in the crypto world, many people see it as a get-rich-quick scheme (which is not

always the case), so such frauds will keep taking place, unless there are more regulations put in

place.

Current Situation

Public perception

Significance

Public perception is very important for cryptocurrency as that is what decides how

valuable a coin is - if people have faith in crypto, they will invest more in it, driving up its price.

When its demand is low, or in other words, people are not interested in buying crypto, its price

decreases. In the past few years, demand for cryptocurrency has increased a lot, so the value of

most crypto coins has increased. For example, in 2010, one Bitcoin was worth $0.09, whereas in

May 2022, it is worth $28,305.

Change in public perception

In recent years, cryptocurrency has exploded with popularity, especially among young

adults. Studies show that 94% of cryptocurrency buyers are 18-40 years old, 55% of people say

that crypto is a long-term investment and 97% of people say they’re confident in cryptocurrency,

according to Binance. This is due to many factors: firstly, cryptocurrency started becoming more

widely accepted as a method of exchange. Secondly, some of the most powerful people in the

world started endorsing cryptocurrency as a whole - people such as Bill Gates and Elon Musk
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(since then, Elon Musk has seemingly changed his view as Tesla no longer accepts crypto as

payment). Additionally, in 2011, Bitcoin was allowed to be used on Silk Road, a black market

website where illegal transactions could occur. It is estimated that around $1 billion worth of

bitcoin was involved. Even now, cryptocurrency used in illegal transactions is high - in 2019, $790

million worth of crypto was used in illegal transactions.

All of these factors - more acceptance, celebrity endorsements, ease of committing illegal activity

- have aided in changing the public perception of cryptocurrency, and increasing its popularity.

Recent market crash

In June 2022, one of the largest crypto crashes took place. The market cap dropped

under $3 trillion, the price of bitcoin dropped below $20,000 (its lowest price since December

2020), and the price of Luna, another cryptocurrency, changed from $90 to $1.97 as of the time of

writing (June 22, 2022).

There are many reasons as to why this crash could have taken place, but overall, it

serves to show the unpredictability of this market, its dependance on popularity or perception and

its disadvantages due to the lack of a centralized power that imposes regulations and provides

stability.

Adoption of crypto by relevant companies

Not all private firms have accepted the use of cryptocurrency for transactions involving

their product. This depends solely on the views of that company, and so varies from firm to firm.

Microsoft

Microsoft started accepting Bitcoin in 2014 as payment to purchase games, apps and other

digital content.

PayPal

PayPal, a money transfer app, was one of the first companies to allow buying, selling and the

transfer of Bitcoin, Bitcoin Case, Ethereum and Litecoin.

Tesla
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Tesla is an interesting example since Elon Musk (the founder of Tesla and one of the richest

men on the planet) initially allowed transactions with crypto. Musk also personally endorsed

crypto - specifically, Dogecoin, a coin whose value decreased by 68.95% in a year. However,

since then, Tesla stopped the use of cryptocurrency to purchase their products due to the

negative environmental effects caused by crypto mining, according to Musk.

Environmental Effects

The Problem

Mining cryptocurrency takes a lot of energy - according to the University of Cambridge, in one

year, Bitcoin mining alone uses more energy than the energy usage of the entirety of Argentina

in a year. This staggering amount of electricity is used because, since there is no central

authority, a Proof of Work is needed to verify transactions for new cryptocurrency to be mined.

However, it takes a lot of energy to acquire this, which results in a large carbon footprint by

every miner.

In addition, for Bitcoin specifically, the amount of the coin given for solving one puzzle keeps

decreasing, which increases the electricity required to acquire cryptocurrency. In 2009, one only

needed a small computer setup to mine one bitcoin, whereas today, one would need specialized

computers and much more energy. This, in turn, increases its value significantly, another reason

the value of Bitcoin has been increasing since it was introduced in 2009.

As there is no control over the amount of cryptocurrency that can be mined, or the amount of a

coin given out per puzzle, founders of such coins can keep forcing its value to increase, which

will, unless there is a change, cause electricity usage to rise exponentially.

Eco-friendly cryptos

There already exist eco-friendly cryptos that do not work on the same framework that most large

cryptocurrencies do. Some of these include Chia, IOTA and Cardano. See the ‘Useful Links’

section to learn more about these and how they work.

Major Parties Involved and Their Views
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The United States of America

The USA has legalized cryptocurrency and recognizes Bitcoin as property for taxation

purposes. Cryptocurrency is very popular in the US - most crypto companies are based in New

York City and its mayor, Eric Adams, used his first paycheck to purchase Bitcoin and Ethereum.

China

On the contrary, China has made all transactions with cryptocurrency illegal and

maintains that crypto cannot be circulated on the market. However, the People’s Bank of China

(PBOC) created a digital version of China currency (yuan) called the e-CNY or digital yuan. It is

issued and controlled by the PBOC, but has not officially been released - only some trials have

been done and a few companies accept it as payment.

The European Union

There are currently no rules on crypto transactions, but the EU is strengthening some

regulations - the new proposed rules will make it so that crypto firms must obtain and share their

data on transactions, which makes it easier to identify fraudulent transactions. However, these

laws are still being drafted and are not yet official.

India

The Indian government plans to impose a 30% tax on all income earned from crypto

transactions and release a digital rupee, although such laws have yet to be official.

Russia

The crypto market is very large in Russia - worth $124 billion - but the Russian

government is set to release laws to regulate the use of cryptocurrency. They are also developing

their own digital currency, called the digital ruble, to trade directly with other countries.

UN Involvement, Relevant Resolutions, Treaties and Events

In 2019, the   United Nations Children's Fund (UNICEF), started accepting donations

through cryptocurrency. However, the UN has not released any resolution or treaties on the

overall use of cryptocurrency, or on any regulations to prevent its misuse.
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Possible Solutions

Debate can be focused on imposing regulations or adopting new methods to remedy some of

the problems mentioned such as illicit activity and negative environmental effects. Below are 3

possible solutions:

● Creating an international advisory panel, with representatives from every country, that

performs actions such as but not limited to:

○ Creating a large, international framework and platform for crypto transactions

which nations can use, independently set regulations, and facilitate regulated

transactions.

○ Advising member nations on the use of cryptocurrency, such as measures

against pumping and dumping scams and misinformation.

○ Setting an international standard, ceiling, or floor, for how much a coin of a

particular cryptocurrency can be worth in order to decrease artificial inflation of a

coin’s value.

○ Creating guidelines, that member nations can cement as laws, for what actions

involving crypto constitute as scams and, subsequently, what punishments they

deserve.

● Encouraging member nations to start taking steps to make cryptocurrency more

environmentally sustainable in ways such as but not limited to:

○ Starting renewable energy plants (such as a hydropower or wind turbine plant)

with the intention that the energy will solely go towards mining cryptocurrency,

thereby reducing its dependence on fossil fuels.

○ Encouraging member nations, if creating their own cryptocurrency (such as

China’s e-CNY or Russia’s digital ruble), to make it more eco-friendly.

○ Starting a collective shift from Proof of Work to Proof of Stake (a more

environmentally friendly alternative to Proof of Work) in order to decrease the

environmental impacts of cryptocurrency mining.

Bibliography
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Useful Links

● "How Cryptocurrency ACTUALLY works" (video by Mrwhosetheboss)

● "What is a blockchain?" (article by Coinbase)

● "Proof of Work Explained" (article by Forbes)

● Everything you need to know about eco-friendly cryptocurrencies (article by The

Sunday Times)
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