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Introduction:
In a world of 8 billion people, the threat of terrorism looms constantly, with the

potential to weaken institutions, targeting vulnerable nations, preventing the means

through terrorism is financed is crucial to prevent the loss of life.

Financing terrorism is crucial for terrorists to sustain their growing domains and carry

out acts of terrorism. Terrorism financing composes of the means and methods

through which terrorist groups undergo in order to finance their expenditure. The

money can come from trusted and well-known sites like profits from businesses or

organizations however there is a darker side with revenue also being earned by

illegal activities like drug trafficking or kidnapping and ransom.

Terrorism financing has many stages which include raising, moving and finally using

the funds raised. It is vital to counteract these methods of financing as terrorist acts

can have many harmful consequences such as injury, death or damage to the

economy, people's livelihoods and their lives. Terrorist groups rely on these funds to

successfully execute their attacks and inflict harm on their chosen area.

Definition of Key Terms:
1. Terrorism: Defined by the Oxford dictionary as “the unlawful use of violence

and intimidation, especially against civilians, in the pursuit of political aims.”

2. Foreign terrorist fighters (FTF): “Individuals who travel to a State other

than their States of residence or nationality for the purpose of the

perpetration, planning, or preparation of, or participation in, terrorist acts or

the providing or receiving of terrorist training, including in connection with

armed conflict”
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3. Alternative Remittance Systems (ARS): “Any system used for transferring

money from one location to another, and generally operating outside the

banking channels”.

4. CFT: Combatting the financing of terrorism

5. AML: Anti Money Laundering

Background Information

The Criminalization of Terrorism

The criminalization of terrorism was first addressed through an international

instrument in the International Convention for the Suppression of the Financing of

Terrorism in 1999 where the challenge faced by the drafters was the challenge of

establishing a regime that would criminalize the funding of an act that had not been

previously defined in a comprehensive manner.

Value Transfer Systems

Terrorists and terrorist groups have many methods to move funds around the

world. They can use formal financial systems or unregulated channels, or simply

move money across borders in cash. There is growing evidence that terrorist groups

exploit vulnerabilities in the international trade system to move value for illegal

purposes. Whether in the form of exogenous flows from private donors directed at

terrorist networks or funds being moved within the same organization, the transfer of

value plays a fundamental role in bringing terrorists closer to their objectives. It also

affords authorities the opportunity to detect terrorist activity, disrupt it and deter

further terrorism financing. Many people perceive that non-traditional methods of

moving money present a higher risk because they are to varying degrees

unregulated. It is unclear, however, whether informal value transfer systems are any

more vulnerable to criminal abuse than formal ones. New technologies and other

alternative systems have prompted countries to revise their regulatory framework. In

this process, they have begun to address terrorism financing (and money laundering)

risks.

Vulnerabilities in the wire transfer system
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The existing standards and practices for collecting information on the sender

of wire transfers (originator information) have a loophole: not all banks follow the

same requirements for providing information on a transaction’s originator. The

international bank fund transfer system comprises thousands of institutions in

hundreds of jurisdictions, making bilateral agreements among all of them infeasible

and attempts to guarantee payment standards with overseas counterparts

impossible at a bank-to-bank level.

Importance of terrorism financing indicators

Financial institutions usually comply with AML/CFT requirements for

recognizing and reporting suspicious activity. Concrete typologies and trend analysis

provide them and other reporting entities with useful guidance for the detection of

money laundering. However, there has been little rigorous research into the

frequency and significance of particular terrorism financing modi operandi. Moreover,

there are few indicators—other than “hits” on sanctions lists—available to assist

reporting entities in recognizing. The absence of indicators proves to be detrimental

to the prevention of terrorism financing, showing why addressing this is of importance to

solving this issue.

Cash couriers

International funds movements are frequently accomplished by the physical

transport of funds by individuals for both legal and unlawful purposes. As this method

bypasses the use of wire transfers, wire transfer controls are ineffective for detecting

the financing of terrorism via cash couriers. Mitigating the risks of physical cash

movements requires efforts at national borders however border authorities do not

always have the necessary tools or powers or the required training to effectively

detect or disrupt the physical movement of cash across national borders for terrorism

financing purposes.

Alternative remittance systems (ARS)

As defined previously, ARS include a wide array of channels, ranging from

large, fully regulated multinational companies to small, covert value transfer outlets

operating incognito. Attention is usually targeted towards the latter, informal,

unregulated ARS. Operators form an underground financial system aimed at rapidly
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and effectively moving value within or between jurisdictions, frequently without being

detected by regulators and enforcers, and usually without publicly available

transaction records. They are also cheap, making them important to poor and rural

communities around the globe. States have used different means in attempts to

mitigate the risk of ARS as a conduit to finance terrorism. Previously outlawing ARS

resulted in driving operators further ‘underground’ increasing the difficulty to monitor

and detect. Effective registration must be debated by governments and institutions rather

than prohibition. However, the implementation of international standards on licensing or

registration of ARS operators proves to be challenging in many states: how can the UN or

other bodies incentivize governments and institutions to adopt measures in favour of

registration rather than prohibition of Alternative Remittance Systems (ARS)

Technology’s role in terrorism financing

The rise of information and communication technologies in the past

decades has facilitated economic development. The same innovations that can be

used against terrorism financing by their ability to record and detect financial

activities also can be instrumental in buoying it by opening new channels through

which terrorists can solicit and receive funds. The two-sidedness of technological

advances requires constant vigilance on the part of policymakers, law enforcement

and intelligence communities in mitigating the risks of terrorism while simultaneously

promoting development, which ultimately will reduce many of the factors that lead to

terrorism. The traditional methods through which financial transactions are initiated,

processed and settled are quickly being transformed by recent developments in

payment systems. These are essentially technological innovations that allow

transactions through new channels and structures. The most common are mobile

phones, the Internet and electronic value cards. Each of these three carries varying

levels of opportunity as well as risk. Because of the novelty of their use for

payments, many have yet to be regulated or even fully considered by governments.

This means that the financial transactions channelled through them can fall outside

the CFT regulatory umbrella, existing in a grey zone between the ARS discussed

above and formal financial services.

Non-Profit Organisations
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Non-profit organizations (NPO) have been identified as being potentially

vulnerable to terrorism financing abuse, but governments do not recognise how

marginal terrorism is financed through NPOs. States have moved to implement CFT

controls intended to limit any risk NPOs carry despite there not being any evidence

of NPOs being used for financing terrorism. NPOs are critical in reducing the appeal

of terrorism, by building social structures and increasing intercommunity dialogue

and understanding. Endeavours can prevent the causes of radical ideology from

taking root. However, CFT measures do not take the above factors mentioned into

account causing overall net harm; damaging the whole NPO sector. Stakeholders

must be realistic about the actual use of this sector for terrorism financing. As a

percentage of the total NPO financial flows, TF-related funds are very small.

Effect of freezing assets on CFT

Beginning in the late 1990s UN SC has been freezing assets to target specific

parties and stakeholders instead of sanctioning an entire nation when terrorism is

financed. Compliance with the assets freeze regime remains weak globally. Many

countries do not have the legal framework to immediately freeze terrorist monies,

which is where the assistance of the UN comes in. And, even where such

frameworks do exist, they are often not implemented effectively. For instance,

financial institutions and authorities sometimes struggle to clarify or verify a

designated person’s name. Furthermore, Resolution 1373 (2001) gives States the

power to decide what factors and circumstances warrant freezing assets which relies

far too much upon subjective measures.   A test or guideline to determine when it is

proper to implement freezes is one of the legal instruments possible

Current Situation

The Changes In Terrorism Financing

Recently, the nature of terrorist attacks has been much more independent and

simpler with the lack of large terrorist organizations and networks. In recent years,

the ways in which terrorism is financed has adopted to cope with the consequences

of Covid-19. Technology has played a crucial role in kee terrorism financing alive.
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Addressing where the financing of terrorism is shifting is crucial in order to further

address conflict and loss of life.

The proliferation of under-controlled areas with a lack of government or ruling bodies

has imposed a threat by allowing the exploitation of the locals and their resources.

Furthermore, because of the increasing popularity of terrorist cells rather than large

group organizations, some individuals have critiqued the preventative measures to

combat terrorism financing saying the majority of the focus is on large organizations.

Covid-19 Pandemic consequences on terrorism financing

According to the FATF, covid-19 has led to an array of misinformation spread which

could aid in the financing of terrorists. In the article, it mentions, “the Tunisia financial

intelligence unit reported the misappropriation of aid given by a foreign country to its

citizens stranded in Tunisia due to the pandemic. Six transfers, totalling USD 2.5

million, were meant to cover accommodation, medicines, supplies and COVID-19

tests but instead disappeared to a shell company”. It says cases like these are

widespread and extremely common in many areas. Furthermore, due to covid, more

interactions are online preventing the full and detailed identification of customers and

clients allowing this system to be easily exploited for terrorist benefit.

Another way Covid-19 has impacted the financing sector is how many businesses

have been slow and in need of financial loans. This makes it easy for terrorist cells to

use a vulnerable business in front of their illegal activity and take advantage of the

uncertain state the business is in. Furthermore, digital ID is extremely crucial

however not all are reliable. According to FAFT, “ A trustworthy digital identity can

improve the security, privacy and convenience of identifying people remotely for both

onboarding and conducting transactions. And it can help mitigate money laundering

and terrorist financing risks.”

Major Parties Involved and Their Views

Afghanistan (Taliban)

Following the Taliban takeover of Afghanistan in 2021, the hardline Islamist

group now maintains control over Afghanistan. The group had struck a deal with the
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United States of America to withdraw American troops for the resumption of peace

talks which never took place. The Taliban is accused of having been sponsored by

Foreign Donations from Pakistan, Iran, Russia and several Gulf States; a practice

they frequently deny. The Taliban’s main source of funding is from taxing various

streams of revenue which include: the drug trade (opium refined as heroin),

development and infrastructure projects - including roads, schools, and clinics - mostly

funded by the West, truckers supplying international forces stationed in various parts

of the country, mining operations of rare minerals and more.

Islamic State of Iraq and the Levant (ISIL)

ISIL is an extremist Sunni Islamism movement leading a campaign of terror

and capturing territory in both Iraq and Syria. ISIL has sustained the attention of

global powers and topped many policy agendas. The United States (U.S.) has since

created an international coalition to combat the threat of ISIL. ISIL funding stems

from oil; local criminal and terrorist activities in and around its controlled territories

including robbing banks, selling illegal drugs, looting, illegally selling stolen artefacts,

and extorting local civilians and businesses through imposed taxes, kidnapping for

ransom, foreign funding from Kuwait and Qatar, donations from fake humanitarian

aid. Many talks have been ongoing to address the exploitation from terrorist groups;

but it is clear, the best way to destabilize alike terrorist groups is to remove their

access to financial and military resources. With relevance to ISIL, the most efficient

way to destabilize sources of funding is to put pressure on oil and gas production,

refinery and transportation through targeted coalitions.

United Nations Office of Counter-Terrorism (UNOCT)

The United Nations Office of Counter-Terrorism (UNOCT) “leads and

coordinates an all-of-UN approach to prevent and counter terrorism and violent

extremism.” The UNOCT has developed a Global Programme on Detecting,

Preventing and Combating the Financing of Terrorism (CFT Programme) which was

launched in 2020 to step up UNOCT efforts in this area as mandated by the General

Assembly’s Global Counter-Terrorism Strategy and its review resolutions, and the

Security Council, including through resolutions 1373 (2001) and 2462 (2019).

Counter-Terrorism Implementation Task Force (CTITF)
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“The Counter-Terrorism Implementation Task Force (CTITF) was established

by the Secretary-General in 2005 and endorsed by the General Assembly through

the United Nations Global Counter-Terrorism Strategy by consensus in 2006. The

mandate of the CTITF is to enhance the coordination and coherence of

counter-terrorism efforts of the United Nations system.

While the primary responsibility for the implementation of the Global Strategy

rests with Member States, CTITF ensures that the UN system is attuned to the

needs of Member States, to provide them with the necessary policy support and

spread in-depth knowledge of the Strategy, and wherever necessary, expedite

delivery of technical assistance.”

United States of America (USA)

Having several questionable ‘relationships’ with terrorist organisations which

have contributed to several major disasters such as 9/11 and the Tulsa Race

Massacre of 1921. The USA has clamped down on “enhancing national security by

implementing economic sanctions against foreign threats to the U.S., identifying and

targeting the financial support networks of national security threats, and improving

the safeguards of [their] financial system”. Of the most notable bodies of the United

States government with respect to TF, the Financial Action Task Force (FATF),

provides guidelines and inspiration for other countries as to what to prioritize in the

ailment of stopping TF (keep in mind, factors may vary depending on

circumstances). The United States of America adopts a pragmatic approach to TF,

understanding that solving the root issue is of the most importance but

understanding the balance between short-term and long-term national security. This

is why resources are balanced between the amelioration of violence and utilizing the

 TERRORIST FINANCE TRACKING PROGRAM. In recent years, despite previously

being a nation which has seen some of the worse examples of terrorism, the United

States exerts superficial dominance over other nations, financers and terrorist

organisations through the preparation for any and all circumstances of national

terror.

The Russian Federation
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Since the fall of the Union of Soviet Socialist Republics (USSR), Russia has

been a target of terrorism and aims to cooperate in an effective global strategy to

confront it. Following the 9/11 event, the Russian Federation opened the possibility

for strategic realignments as shown by Moscow’s resolve to offer full Russian

support to the US-led coalition against terror. Vladimir Putin’s decision to allow

solidarity to the remnant US population. Putin risked undermining important

relationships he and his predecessor, Boris Yeltsin had maintained and established

in parts of the world–strategic partnerships with India and China, military cooperation

with Iran and Russia's role in Central Asia. The swift demonstration of grievances

shown by Moscow was thought of as one to gain the trust of the United States,

disproved later in more recent events with the Russian Federations endorsement in

the form of economic and military assistance for Operation Enduring Freedom,

ratification, intelligence sharing and Russian backed coalition to target Taliban

financial networks.

Russia is a member of FATF and two FATF-style regional bodies: MONEYVAL

and the Eurasian Group on Combating Money Laundering and Financing of

Terrorism (EAG). The Central Bank controls and regulates AML/CFT goals to ensure

banks meet the criterion. Rosfinmonitoring reported that in 2020 it had blocked the

financial assets of more than 1,200 persons suspected of involvement in terrorist

activities, totalling more than $755,750 (57 million rubles). It also detected and

prevented 184 terrorist financing cases (International Narcotics Control Strategy

Report, Volume II, Money Laundering and Financial Crimes.). Despite these figures,

Russia has been called out by the US, EU and other nations/organisations as a

State sponsor of terrorism. The criteria for being on the list is rather vague:

According to the State Department of the United States, if a state “repeatedly

provided support for acts of international terrorism,” it should be on it. Russia has

killed dissidents in multiple countries—a form of international terrorism in that it

involves violent activity outside Russia, a political motive, and a broader goal of
intimidating other dissidents. Some individuals regard such assassinations in form

of violent domestic politics that simply goes outside a country’s borders—chilling and

worth condemning, but not a danger to other countries, thus not warranting to be put

on the list: different from our mental image of terrorism. However, the Russian

Federation also supports violent groups on the ground that use terrorism. In Syria,
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Russian military forces have worked closely with the Lebanese Hezbollah to fight the

Assad regime. In Ukraine, Russia has backed anti-regime separatist militias with

money, training, weapons, and indirect and direct military support, some groups have

used violence against civilians—most notably the downing in 2014 of a Malaysian

commercial flight that killed 298 people aboard. The commander of U.S. forces said

in March that Russia is arming the Taliban in Afghanistan, and U.S. soldiers are

dying as a result, displaying the complexity of the Russian Federations

involvmement in terrorist establishments; on both sides. It must be noted the lack of

consistency with the United State’s list of sponsors, Pakistan, while being a heavy

sponsor, is not on the list while Sudan is on the list despite being noted as a

counterterrorism “partner” for the united states. However, this issue is largely

definitional which delays and deters solutions to “terrorism”.

UN Involvement, Relevant Resolutions, Treaties and Events

UN Security Council adopted a resolution stating that international terrorism is

a threat to international peace and security, this has been confirmed by several

resolutions adopted after 11 September 2001, according to which “terrorism

constitutes one of the most serious threats to international peace and security in the

twenty-first century”.

● (Resolution S/RES/748)
● (S/RES/1377 [2001])

. The Security Council acknowledges that, in case of terrorist attack, States

may use armed forces as part of their right to individual or collective self-defence.

Texts aim to emphasise States’ responsibilities to reinforce their control of and limit

any tacit consent to the activities of terrorist groups.

● UN Charter (S/RES /1368 [2001]).

The Security Council, acting under Chapter VII of the UN Charter, adopted a

special resolution that all States must comply with regarding the prevention and

suppression of the financing of terrorist acts and the passing of adequate legislation

to allow effective control over their territory and prevent the hostile use of their

https://carnegieendowment.org/sada/67651
https://www.bbc.com/news/world-europe-39177504
https://www.bbc.com/news/world-europe-39177504
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territory toward other States. The resolution requires increased police and judicial

cooperation, particularly with regard to the arrest of suspects.

● (S/RES/1373[2001]).
● Passed on 28 September 2001, established a Committee of Sanction

to support States’ implementation of the resolution

UN General Assembly recalled that terrorism must be condemned in all its

forms and manifestations and decided to elaborate an international strategy to

combat terrorism.

● 2005 World Summit UN General Assembly

● UN Global Counter-Terrorism Strategy adopted by the GA on 8

September 2006 (Resolution 60/288)
● Goal and proposals of the Strategy inter alia:

○ Prevent and combat terrorism at national, regional, and

international levels through the adoption of practical measures.

○ Encourage initiatives that promote dialogue, tolerance, and

understanding among civilizations

○ To adopt measures that prohibit by law the incitement to commit

terrorist acts

○ To encourage better cooperation among States through

information sharing

○ To adopt measures to protect the victims of terrorism

○ To encourage the creation of an international centre to combat

terrorism which was created International Centre for

Counter-Terrorism (ICCT) on 31 May 2010 in The Hague,

Netherlands. An independent knowledge centre composed of

academic and governmental experts who focus on information

creation, collation, and dissemination pertaining to the

preventative and international legal aspects of counterterrorism.

(possible clause idea)

“Encourages the Counter-Terrorism Committee and its Executive Directorate

(CTED) to hold, with the assistance of appropriate expertise, a special meeting with

the participation of Member States and relevant international and regional

organisations to discuss measures to prevent incidents of kidnapping and
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hostage-taking committed by terrorist groups to raise funds or gain political

concessions.”, essentially further reminding countries of their international

commitment regarding the hostage ransom ban

● Raised concern of varying national interpretation: Argentina’s

representative, speaking after the Resolution’s adoption, said ‘…

measures to identify, freeze, seize or confiscate the funds or other

assets that were the product of hostage-taking … should not

undermine the possible payment of ransom for hostages.’ i.e. the

response to kidnapping must take the specific circumstances of each

incident into account

Resolution 2178 (2014) on suppressing the flow of Foreign Terrorist Fighters

(FTFs), financing and other support to terrorist groups in Iraq and Syria, identifies

Countering Violent Extremism (CVE) as an essential element of an effective

response to the FTF phenomenon.

Possible Solutions

● Agreeing and defining an internationally recognized definition of terrorism to

make global cooperation easier

● To build knowledge of what countries have done in terms of adopting

measures to counter the financing of terrorism, an inventory should be made

of the available criminal laws, administrative measures and implementation.

Possibly designed from existing standards of assessment. Work may best be

led by regional organizations or international financial institutions, acting

within their respective mandates, which have already gathered much relevant

information on States’ measures to counter terrorism financing.

● A broader set of indicators—beyond the number of prosecutions,

investigations and convictions, or the number of assets or proceeds being

frozen and/or confiscated under terrorism financing criminal laws— should be

considered to assess effectiveness. Specifically, an assessment of

effectiveness in any given jurisdiction should include an evaluation of which

legal tools have been used effectively and which have not.
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● Building upon the effectiveness of Financial Intelligence Units (FIU) and

domestic agencies in their involvement in reporting transactions they deem

suspicious of being related to criminal or terrorist activity (see link for more

information) by providing frequent remedies (possibly a forum) on a priority

basis to address the undertrained, understaffed, lack of clear mandates and

powers to deal with terrorism financing.

● To enhance domestic cooperation with respect to Counter Financing Terrorism

(CFT), States should ensure that they have a domestic policy-coordinating

mechanism and that it works effectively and provides relevant bodies

(governments, institutions, organisations) with means, training and manpower

to conduct research with a view to identifying and removing obstacles to

national coordination and international cooperation and assist affected States

in finding appropriate, timely remedies.

● Creating or employing an appropriate UN agency to undertake an assessment

of the use of mutual legal assistance and extradition provisions in terrorism

financing cases and then make recommendations on steps States could take

to use them more effectively to ensure States are using all the tools given to

relieve dispositions.

● Creating or developing forums for counter-terrorism financing practitioners to

meet regularly, clarifying information exchange procedures (including clear

rules on disclosure to third parties) and training relevant staff to increase

intenational and domestic cooperation

● Encouraging inventory of the difficulties encountered by the private sector in

implementing the terrorism financing provisions to enhance mutual

understanding and build confidence between the private sector and the

competent authorities to ensure regulation does not impede the cooperation in

the private sector

● Creating and/or enforcing legislation and steps to enable financial institutions

to share information on suspicious activity more easily both between and

among institutions operating within a given jurisdiction and across borders

among branches and affiliates of particular firms inconsideration of national

laws with regard for due process of law and privacy rights, this could be

overseen by relevant UN bodies or perhaps a UN Subcommittee that takes

over other tasks mentioned in other possible solutions.

https://www.imf.org/external/np/leg/amlcft/eng/aml1.htm
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https://www.brookings.edu/blog/order-from-chaos/2018/04/30/russia-is-a-state-sponsor-of-terrorism-but-dont-treat-it-that-way/
https://www.reuters.com/world/europe/european-lawmakers-declare-russia-state-sponsor-terrorism-2022-11-23/
https://www.reuters.com/world/europe/european-lawmakers-declare-russia-state-sponsor-terrorism-2022-11-23/
https://www.europarl.europa.eu/news/en/press-room/20221118IPR55707/european-parliament-declares-russia-to-be-a-state-sponsor-of-terrorism
https://www.europarl.europa.eu/news/en/press-room/20221118IPR55707/european-parliament-declares-russia-to-be-a-state-sponsor-of-terrorism

