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Introduction:

Ransomware is a type of malicious software designed to block access to a

computer’s files or publish a victim’s personal information unless a ransom is paid.

Some simple ransomware may block access to a computer’s files, while more advanced

ransomware may encrypt the files, making them inaccessible. Ransoms are usually

demanded in forms of digital currencies like Bitcoin that make tracing down the

perpetrators difficult. Ransomware attacks can target individuals, businesses, and

government organizations. Remote ransomware attacks have the capability to cause

financial losses, data loss, as well as damage to reputation. Most ransomware attacks

are preventable through keeping software up to date, using strong anti-virus and

anti-malware software, and training employees to recognize phishing attacks.

Over time, the instances of ransomware attacks have grown exponentially. Since

the AIDS trojan in 1989, ransomware has become an industry. The UNODC Regional

Office for Southeast Asia and the Pacific estimates that cybercrime has increased 600%

in Southeast Asia and states that ransomware attacks caused a total of US$ 20 billion in

global damage costs in 2021.

Increasingly, ransomware attacks have targeted essential services such as

education, healthcare, insurance, and government organizations. In May 2021, four

branches of the French insurer AXA in Thailand, Malaysia, Hong Kong, and the

Philippines were targeted in a massive ransomware attack. The ransomers demanded

US$ 20 million, and in exchange, they would not publish 3 terabytes of customer data

online.
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Definition of Key Terms:
1. Malware: software intentionally designed to cause disruption to a user’s

computer.

2. Ransomware: A type of malicious malware that blocks access to computer files

or threatens to publish private information to get a ransom from a victim.

3. Vector: the method through which a cyberattack compromises a system.

Examples include supply chain software, email files, and remote desktop

protocol.

4. Digital currency: A form of decentralized currency that is not pegged to a fiat

currency. Examples include Bitcoin and Ethereum.

5. Encrypt: A computer process that scrambles data so only a designated party

can understand the information

6. Trojan: a type of malware that is disguised as another file.

7. Exploit Kits: Automated scripts that are downloaded when a vulnerable

machine visits a compromised website.

Background Information

Methods used in ransomware attacks

Exploit Kits / Drive-by Attacks

Exploit kits are typically executed when a victim visits a hacked website with malicious

code concealed, frequently as an advertisement (malvertisement). This unnoticeably redirects

you to the exploit kit landing page. If the system is vulnerable, a drive-by download of a

malicious payload will be conducted, infecting the system and encrypting the contents.

Email Files/Attachments

Malicious files and URL codes are attached to an email that appears to be from a

trustworthy source or email address. When these URLs and files are clicked, malicious files are

downloaded from the internet, the system is infected, and the files are held for ransom. THis

method of disguising malware as trustworthy files is called phishing.

Supply Chain Software
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Supply chain software ransomware attacks are attacks that happen when legitimate

software distributors are penetrated, causing infected software to be distributed. In June 2017, a

cyberattack named NotPetya hit computer systems in Ukraine through an injected backdoor in

the legitimate accounting software M.E.Doc. The software update of M.E.Doc with the backdoor

was distributed, causing many computer systems to be infected by NotPetya and lose critical

data.

Spread via Computer Networks

Once ransomware has infiltrated a single device in an organization, it is likely that the

ransomware will try to spread to as many machines in that organization as possible. In

November 2013, a cyberattack stole data from over 40 million credit cards and accessed 70

million customer records from Target. An employee at one of Target’s HVAC contractors had

clicked on a phishing email and the malware had spread from the contractor to the cashier

terminals in its stores.

Remote Desktop Protocol (RDP)

Remote desktop protocol is a software that allows users to access a particular device,

the RDP endpoint, over a network. RDP is useful for working from home and for accessing data

from anywhere in the world. However, the security risks of RDP are immense, as attacks that

use RDP to penetrate a machine are often not identified by many cyberattack detection

methods. In addition, direct access to a machine via RDP allows for the attacked to rapidly

spread through a machine’s network to compromise other machines. The machine / system that

companies need to access remotely via RDP is called a server. Many servers have weak default

configurations. Servers vulnerable to RDP infiltration are easy to find and methods to

compromise vulnerable servers are widely known. Aside from directly infiltrating a system

through RDP, hackers can also purchase credentials for access to already-compromised

systems on the dark web. A large portion of ransomware attacks in the status quo use RDP as

their vector.

Notable past cyberattacks

WannaCry Ransomware Attack

The WannaCry ransomware attack was a global cyberattack launched in May

2017 by the WannaCry ransomware cryptoworm, which was a Trojan virus that
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encrypted data and demanded a Bitcoin ransom from victims using Microsoft Windows.

The cyberattackers exploited a loophole in the Microsoft operating system. Prior to the

attack, a hacker organization had made this exploit, known as EternalBlue, public.

Microsoft released a security mechanism that protected users from the WannaCry

ransomware attack about two months before the outbreak. Unfortunately, many systems

were not updated, and not protected by the security patch leaving them vulnerable to

EternalBlue. Victims of the WannaCry ransomware assault were told that if a ransom of

US$600 in bitcoin wasn’t payed within three days, their files would be deleted. It was

believed that the attack affected over 300,000 computers in 150 countries, with total

damages ranging from hundreds of millions to billions of dollars.

NotPetya

NotPetya was a Trojan virus that started its attack on June 27, 2017 with variants

in France, Germany, and the United Kingdom and the majority of infections targeting

Russia and Ukraine. It is likely that this was a politically motivated attack against

Ukraine, as the attack took place on a Ukrainian holiday (Constitution Day.) Similar to

WannaCry, NotPetya used the EternalBlue exploit to infect machines. The malware

spread through a widely used accounting software, M.E.Doc. The source code of the

software had been infected and an update of the infected software was distributed.

Although NotPetya is not as widely-known as WannaCry, it was one of the most

destructive cyberattacks in history, with a White House assessment confirming more

than US$10 billion in total damages.

Current Situation

Stakeholders affected by ransomware

Businesses

Businesses are at risk of ransomware attacks that threaten to disrupt business

operations or leak customer information. Additionally, ransomware attacks can also cause

reputational loss and downtime. Ransomware attacks are indiscriminate, they target businesses

of both large and small sizes. According to a Sophos survey, 37% of businesses in 2021

reported experiencing a ransomware attack. While the average ransom paid for medium sized

businesses in 2021 was US$ 170,404, the average total cost for responding to a ransomware

attack including paying the ransom, downtime, and repair cost was US$ 1.85 million.
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Individuals

Although ransomware has recently trended towards targeting fewer and larger victims

who are capable of paying higher ransoms, individuals are still at risk for ransomware attacks.

Ransomware attacks can cause a loss of important data and files, money, as well as sensitive

personal information. Older individuals are especially vulnerable to ransomware attacks due to a

lack of information regarding cyberattacks and how to recognize them.

Essential services

The harm of ransomware attacks to essential services is large, because ransomware

attacks on essential services usually demand larger sums of money knowing that the disruption

to essential services are significant. A successful ransomware attack on critical infrastructure

can result in the disruption in the supply of essential resources like oil, electricity and water,

impact revenue of businesses, and cause mistrust in government infrastructure. For instance,

80 NHS hospitals in Britain were prevented from accessing medical records due to the

WannaCry trojan virus. According to Jama Internal Medicine, there were almost 1800 instances

of ransomware attacks causing data breaches in healthcare providers from 2009 to 2016.

Non-ransomware attacks also prove the potential for harm, as evident in the 2015 shutdown of

the Ukrainian energy grid by BlackEnergy, a trojan used to conduct a distributed denial of

service attack (DDoS.)

Trends in remote ransomware

Growth in costs of ransomware attacks

There is an overall trend of rising ransomware attack costs due to multiple reasons.

Firstly, the average amount of money demanded is rising. According to CoveWare, the average

amount of money demanded in a ransomware attack in Q1 of 2021 was US $220,298,

compared to US$ 111,605 in Q1 of 2020. Secondly, hackers are targeting fewer and larger

victims, with more attacks directed towards large, established businesses as well as critical

national infrastructure.

The Ransomware of Things (RoT)

Aside from personal computers and mobile phones, ransomware attacks can instead

target other electronic devices for extortion, such as smart vehicles, homes, and buildings. One

example of this is VPNFilter, a malware that has infected over 500,000 routers in more than 50
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countries. A non-ransomware example proves the plausibility of the Ransomware of Things:

cybercriminals halted the heating of two buildings in Finland using a distributed denial of service

attack in 2016.

Major Parties Involved and Their Views

United Nations Office on Drugs and Crime

The United Nations Office on Drugs and Crime fights cybercrime by supporting national

structure and national-level action. It contains an Open-ended Intergovernmental Expert Group

Meeting on Cybercrime, which studies the problem of cybercrime and discusses national

legislation, technical assistance with responses to cybercrime, and aims to enhance

international cooperation in the fight against cybercrime. It also hosts a Global Programme on

Cybercrime with largely the same role as the Open-ended International Expert Group Meeting

on Cybercrime.

Ransomware gangs

Ransomware gangs are the root cause of the majority of ransomware attacks. Large

ransomware groups are capable of executed well-planned attacks on important targets,

resulting in large financial losses. Some of the largest ransomware gangs include REvil and

Conti. According to BlackFog, a ransomware prevention company, REvil’s malware was present

in 13.1% of all ransomware attacks in 2022. Contri was present in 13.6% of all ransomware

attacks in 2022 and recently attacked the Irish healthcare system.

UN Involvement, Relevant Resolutions, Treaties and Events

● Twelfth United Nations Congress on Crime Prevention and Criminal Justice, 1 April 2011

(A/RES/65/230)

o Created the Open-ended Intergovernmental Expert Group Meeting on

Cybercrime

● Developments in the field of information and telecommunications in the context of

international security, 2 December 2011 (A/RES/66/24)
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● Developments in the field of information and telecommunications in the context of

international security, 8 December 2005 (A/RES/60/45)

o Established the Governmental Experts on Developments in the Field of

Information and Telecommunications in the Context of International Security

Possible Solutions

● Creating a task force to identify and persecute known ransomware gangs

● Creating regulation that enforces essential service providers and government

organizations to backup information on a regular basis

● Ensuring that states meet their international obligations regarding wrongful acts they that

can be attributed to them

○ Reminding states that they should not use proxies to commit internationally

wrongful acts, such as ransomware attacks

○ Encouraging states to remove actors from using their territories to commit

ransomware attacks
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